apiVersion: tekton.dev/v1beta1
kind: Task
metadata:
  name: manage-bmc-with-python
spec:
  params:
    - name: bmc_ip
      description: "The IP address of the BMC"
      type: string
    - name: bmc_user
      description: "The username for the BMC"
      type: string
    - name: bmc_pass
      description: "The password for the BMC"
      type: string
    - name: ocp_cluster_name
      description: "OpenShift cluster name for virtual media"
      type: string
    - name: node_type
      description: "Node type for virtual media"
      type: string
    - name: vendor
      description: "Vendor for specific operations (HP or Dell)"
      type: string
  steps:
    - name: manage-bmc-operations
      image: python:3.9-slim
      script: |
        #!/usr/bin/env python3
        import requests
        import json

        # Disable warnings for SSL Certificate for simplicity in this example
        requests.packages.urllib3.disable_warnings()

        bmc_ip = "$(params.bmc_ip)"
        bmc_user = "$(params.bmc_user)"
        bmc_pass = "$(params.bmc_pass)"
        ocp_cluster_name = "$(params.ocp_cluster_name)"
        node_type = "$(params.node_type)"
        vendor = "$(params.vendor)"

        session_url = f"https://{bmc_ip}/redfish/v1/SessionService/Sessions/"
        system_url = f"https://{bmc_ip}/redfish/v1/Systems"
        managers_url = f"https://{bmc_ip}/redfish/v1/Managers"
        headers = {
            "Content-Type": "application/json"
        }
        auth_data = {
            "UserName": bmc_user,
            "Password": bmc_pass
        }

        # Create Session and Get Auth Token
        response = requests.post(session_url, headers=headers, json=auth_data, verify=False)
        auth_token = response.headers.get("X-Auth-Token")
        headers["X-Auth-Token"] = auth_token

        # Get System Manufacturer
        response2 = requests.get(f"{system_url}/System", headers=headers, verify=False)
        manufacturer = response2.json().get("Manufacturer")
        print(f"Manufacturer: {manufacturer}")

        # System and Manager operations
        response_systems = requests.get(system_url, headers=headers, verify=False)
        system_id = response_systems.json()['Members'][0]['@odata.id']
        response_managers = requests.get(managers_url, headers=headers, verify=False)
        manager_id = response_managers.json()['Members'][0]['@odata.id']

        # Virtual Media Operations based on Vendor
        if vendor.upper() == "HP":
            virtual_media_url = f"https://{bmc_ip}{manager_id}/VirtualMedia"
            response_virtual_media = requests.get(virtual_media_url, headers=headers, verify=False)
            cd_endpoint = response_virtual_media.json()['Members'][1]['@odata.id']
            insert_media_url = f"https://{bmc_ip}{cd_endpoint}/Actions/VirtualMedia.InsertMedia"
            # Insert virtual media (simplified example)
            media_body = {
                "Image": f"http://{bmc_ip}:8080/openshift/{ocp_cluster_name}/{node_type}-rhcos-live.x86_64.iso",
                "Inserted": True,
                "WriteProtected": True
            }
            response_insert = requests.post(insert_media_url, headers=headers, json=media_body, verify=False)
            print("Virtual Media Inserted")

        elif vendor.upper() == "DELL":
            # Dell specific operations (Placeholder)
            print("Dell specific operations are not defined in this example.")
        
        # Additional operations can be added here following the same pattern

        # Example: Reboot System
        # reboot_url = f"https://{bmc_ip}{system_id}/Actions/ComputerSystem.Reset"
        # reboot_body = {"ResetType": "On"}
        # response_reboot = requests.post(reboot_url, headers=headers, json=reboot_body, verify=False)
        # print("System rebooted")

        print("Task completed")

